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WHAT IS CLAIMED IS : 



A computer implemented diagnostic tool for automatically diagnosing a system 
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determining a path in the storage system to test, wherein the path includes path 
components Wluding at least a host adaptor, a link, a device interface, and a device; 
performing an initial test to determine if there is a failure in the path; 
addingW least one of the path components to a suspect list capable of being a cause of 
the failure, wherein the suspect list is implemented in a computer readable data stmcture; 

performing at least one isolation test on at least one of the path components added to 
the suspect list; \ 

removing the\tested path component from the suspect Ust if the isolation test confimis 
that the tested path component cannot be a source of the failure; and 

returning the suWct list to a user to provide information on the path components 
capable of being the cause of the failure. 

2. The methodVf claim 1, wherein the initial test comprises a test of the path, and 
wherein path components are rndded to the suspect list and isolation tested after the initial test 
indicates a patti failure. \ 

3 . The method of claim 1 , wherein the initial test comprises a test of the path, and 
wherein path components are added tC) the suspect list and isolation tested after the initial test 
indicates no path failure to provide addiwonal testing of the path components. 

4. The method of claim 1 , wh^in isolation testing the host adaptor comprises: 
generating output to instruct the user to^sconnect the host adaptor from the link, 

wherein the isolation test is performed on the hosradaptor after the user provides input 
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in^cating that the host adaptor was disconnected, wherein the host adaptor is removed from 
the suspect Ust if the host adaptor passes the diagnostic test. 
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The method of claim 4, further comprising: 
generating output to instruct the user to replace the link if the host adaptor passes the 



test; 



perfoVning a link isolation test on the path with the new link; and 
removmg path components from the suspect list if the link isolation test on the replaced 
link indicates thaKthe link was one cause of the failure. 

6. The method of claim 5, wherein if the link isolation test indicates that the link is 
not one cause of the failure, fiirther performing: 
removing the liij^ from the suspect list; 

generating output\p instmct the user to reinstall the previously replaced link; and 
performing a devic^dnterface isolation test of the device interface. 



1 7. The method of claim 6, fiirther comprising: 

2 generating output to instmOit the user to disconnect the device interface from the hnk to 

3 allow for isolation testing of the device interface. 



1 8 . The method of claim 6, wherein if the device interface isolation test indicates 

2 that the device interface is not one cause of me failure, further performing: 

3 removing the device interface from theysuspect list; and 

4 performing a device isolation test of the aevice. 
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9.\ The method of claim 1, wherein perfomiing the isolation testing of the host 
adaptor andVdevice interface comprises additional isolation testing of field replaceable units 
within tiie hoVt adaptor and device interface. 
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1 10. The method of claim 1 , fiirther comprising: 

2 determining whether the path components include at least one switch, device port, 

3 initiator port, and lilaks therebetween, wherein the host adaptor connects through a initial link to 

4 an initiator port on the switch and the device interface connects through a second link to a 

5 device port on the switch; and 

6 performing isolation testing on the switch, device port, initiator port, and ttie first and 

7 second links if the path includes the switch. 

1 11. The method of claim 1 , further conq)rising: 

2 receiving iiput fix)m the user indicating a level of testing, wherein the extent of the 

3 isolation tests are determined fty the user indicated testing level. 

1 12. The method of c\aim 1 , wherein the device comprises a storage system. 

1 13. The method of claiit^ 12, wherein the storage system comprises storage areas, 

2 fiirther comprising: 

3 receiving input firom the user iiklicating storage areas to test in the storage system, 

4 wherein the isolation tests on the storage^system are performed with respect to those storage 

5 areas indicated by the user. 



1 1 4. The method of claim 12, wheVein the storage system adheres to the Fibre 

2 Channel protocol and architecture and the link comprises an optical fiber wire. 
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1 \5 . The methcxl of claim 1 , wherein the system is capable of including different 

2 types of hiDst adaptors and device interfaces, wherein there is a separate isolation test for each 

3 of the dififeWt types of host adaptors and device interfaces that are capable of being included 

4 in the systenk and wherein performing an isolation test with respect to one host adaptor or 

5 device interface comprises: 



6 deteniiimng a type of the host adaptor or device interface; and 

7 performing the isolation test for the determined type of host adaptor or device interface. 

1 1 6. A system for automatically diagnosing a storage system, comprising: 

2 (a) a storage system includes a plurahty of path components comprising: 

3 (i) a host adaptor; 

4 (ii) a link;\ 

5 (iii) a device interface; and 

6 (iv) a device;\and 

7 (b) a processor; \ 

8 (c) a computer readableVnedium accessible to the processor; 

9 (d) a suspect list embedded in the computer readable medium; and 

10 (e) a diagnostic software embedded in the computer readable medium capable of 

1 1 causing the processor to perform: \ 

1 2 (i) performing an initialVest to determine if there is a failure in the path; 

1 3 (ii) adding at least one ofithe path components to the suspect list capable of 

1 4 being a cause of the failure; \ 

1 5 (iii) performing at least oneWlation test on at least one of the path components 

1 6 added to the suspect list; \ 

1 7 (iv) removing the tested path component from the suspect list if the isolation test 

1 8 confirms that the tested path component cannot be a source of the failure; and 
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v) returning the suspect list to a user to provide information on the path 
components capable of being the cause of the failure. 



1 17. TheWstem of claim 1 6, wherein the initial test comprises a test of the path, and 

2 wherein path componbnts are added to the suspect list and isolation tested after the first test 

3 indicates a path failure.^ 
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1 18. The system of claim 16, wherein the first test comprises a test of the path, and 

2 wherein path components are added to the suspect list and isolation tested after the first test 

3 indicates no path failure to pfovide additional testing of the path components. 

1 19. The system of\plaim 1 6, wherein isolation testing the host adaptor comprises: 

2 generating output to instruct the user to disconnect the host adaptor fi-om the link, 

3 wherein the isolation test is perfc^ed on the host adaptor after the user provides input 

4 indicating that the host adaptor w^ disconnected, wherein the host adaptor is removed fi"om 

5 the suspect list if the host adaptor Aasses the diagnostic test. 

1 20. The system of claim \9, wherein the diagnostic tool software is fiirther capable 

2 of causing the processor to perform: 

3 generating output to instruct the\iser to replace the link if the host adaptor passes the 

4 test; 

5 performing a link isolation test on the path with the new link; and 

6 removing path components fix)m theVuspect list if the link isolation test on the replaced 

7 link indicates that the link was one cause of thafailure. 
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1 2 1\ The system of claim 20, wherein if the link isolation test indicates that the link is 

2 not one cause of the failure, then the diagnostic tool software is further capable of causing the 

3 processor to perform: 

4 removmg the link from the suspect list; 

5 generating output to instmct the user to reinstall the previously replaced link; and 

6 performina a device interface isolation test of the device interface. 

1 22. The sVstem of claim 2 1 , wherein the diagnostic tool software is ftirther capable 

2 of causing the processor to perform 

3 generating outpunto instruct the user to disconnect the device interface from the link to 

4 allow for isolation testing of the device interface. 

1 23. The system oi claim 2 1 , wherein if the device interface isolation test indicates 

2 that the device interface is not ohe cause of the failure, fiirther performing: 

3 removing the device interface from the suspect list; and 

4 performing a device isolatictoi test of the device. 

1 24. The system of claim 1 d wherein performing the isolation testing of the host 

2 adaptor and device interface comprises additional isolation testing of field replaceable units 

3 witiiin the host adaptor and device interfacV 

1 25. The system of claim 16, where\p the diagnostic tool software is further capable 

2 of causing the processor to perform: 

3 determining whether the path components include at least one switch, device port, 

4 initiator port, and links therebetween, wherein the host\daptor connects through a first link to 
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an udtiator port on the switch and the device interface connects through a second link to a 

6 devicea)ort on the switch; and 

7 performing isolation testing on the switch, device port, initiator port, and the first and 

8 second links if the path includes the switch. 



1 26. \ The system of claim 16, wherein the diagnostic tool software is further capable 

2 of causing the processor to perform: 

3 receiving input from the user indicating a level of testing, wherein the extent of the 

4 isolation tests are o|etermined by the user indicated testing level. 

?! 3 

^""^ 1 27. The \ystem of claim 16, wherein the device comprises a storage system. 

lU 

fy 1 28. The sysiem of claim 27, wherein the storage system comprises storage areas, 

3 3 1 \ 

I' 2 wherein the diagnostic tool software is further capable of causing the processor to perform: 

p 3 receiving input fron^ the user indicating storage areas to test in the storage system, 

y 4 wherein the isolation tests oA the storage system are performed with respect to those storage 
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5 areas indicated by the user. 

1 29. The system of claim 27, wherein the storage system adheres to the Fibre 

2 Channel protocol and architecture and the link comprises an optical fiber wire. 
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30. The system of claim 16,^^he^ein the system is capable of including different 



2 types of host adaptors and device interfactes, wherein there is a separate isolation test for each 

3 of the different types of host adaptors and dWice interfaces that are capable of being included 

4 in the system, and wherein performing an isol^on test with respect to one host adaptor or 

5 device interface comprises: 
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d^temiining a type of the host adaptor or device interface; and 

performing the isolation test for the determined type of host adaptor or device interface, 

31. \ An article of manufacture for implementing a diagnostic tool for automatically 
diagnosing a system, wherein the diagnostic tool is embedded in a computer readable medium 
and includes cocde capable of causing a processor to perform: 

determinmg a path in the storage system to test, wherein the path includes path 
components including at least a host adaptor, a link, a device interface, and a device; 

performing an initial test to determine if there is a failure in the path; 

adding at least one of the path components to a suspect list capable of being a cause of 
the failure, wherein the suspect list is implemented in a computer readable data structure; 

performing at loast one isolation test on at least one of the path components added to 
the suspect Ust; \ 

removing the testoi path component fix)m the suspect list if the isolation test confirms 
that the tested path componW cannot be a source of the failure; and 

returning the suspect Mst to a user to provide information on the path components 
capable of being the cause of tne failure. 

3 2 . The article of manufacture of claim 3 1 , wherein the initial test comprises a test 
of the path, and wherein patii components are added to the suspect Ust and isolation tested after 
the initial test indicates a path failure. \ 

3 3 . The article of manufacture of claim 3 1 , wherein the initial test comprises a test 
of tiie pafli, and wherein patii componentsWe added to tiie suspect Ust and isolation tested after 
tiie initial test indicates no path failure to provide additional testing of tiie path components. 
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34. \ The article of manufacture of claim 31, wherein isolation testing the host 
adaptor comprises: 

generamig output to instruct the user to disconnect the host adaptor from the link, 
wherein the isola!tion test is performed on the host adaptor after the user provides input 
indicating that theuiost adaptor was disconnected, and wherein the host adaptor is removed 
from the suspect list if the host adaptor passes the diagnostic test 

35. The article of manufacture of claim 34, wherein the diagnostic tool code is 
fiirther capable of causing the processor to perform: 

generating outpjut to instmct the user to replace the link if the host adaptor passes the 

test; 

performing a linl^isolation test on the path with the new link; and 

removing path corpponents from the suspect list if the link isolation test on the replaced 

Unk indicates that ttie link ^as one cause of the failure. 

\ 
\ 

36. The article of manufacture of claim 34, wherein if the link isolation test indicates 
that the link is not one cause Af the failure, and wherein the diagnostic tool code is fiirther 
capable of causing the processpr to perform: 

removing the link fix>m the suspect list; 

generating output to instruct the user to reinstall the previously replaced link; and 

performing a device interface isolation test of the device interface. 

\ 

37. The article of manufacture of claim 36, wherein the diagnostic tool code is 

\ 

fiirther capable of causing the proce^or to perform: 

generating output to instmct t^e user to disconnect the device interface from the link to 
allow for isolation testing of the device^interface. 
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1 38. The article of manufacture of claim 36, wherein if the device interface isolation 

2 test indicates that the device interface is not one cause of the failure, further performing: 

3 removing the device interface from the suspect list; and 

4 perfortTung a device isolation test of the device. 

1 39. Ine article of manufacture of claim 3 1 , wherein performing the isolation testing 

2 of the host adaptor and device interface comprises additional isolation testing of field 

3 replaceable units wimin the host adaptor and device interface. 

1 40. The article of manufacture of claim 3 1 , wherein the diagnostic tool code is 

2 further capable of causing the processor to perform: 

3 determining whether the path components include at least one switch, device port, 

4 initiator port, and links therebetween, wherein the host adaptor connects through a initial link to 

5 an initiator port on the sv^tch\and the device interface connects tiirough a second link to a 

6 device port on the switch; and 

7 performing isolation testing on the switch, device port, initiator port, and the first and 

8 second links if the path includes the switch. 

1 41. The article of manufacture of claim 3 1 , wherein the diagnostic tool code is 

2 further capable of causing tiie processoV to perform: 

3 receiving input fix)m the user indicating a level of testing, wherein the extent of the 

4 isolation tests are determined by the user in^cated testing level. 

\ 

1 42. The article of manufacture of ^aim 3 1 , wherein the device comprises a storage 

2 system. 



.32- Express Mail No. EL777309035USI 

Docket No. P5781 
Firm No. 0045.0013 

1 4^ . The article of manufacture of claim 42, wherein the storage system comprises 

2 storage areks, wherein the diagnostic tool code is further capable of causing the processor to 

3 perform: \ 

4 receivmg input from the user indicating storage areas to test in the storage system, 

5 wherein the isolation tests on the storage system are performed with respect to those storage 

6 areas indicated bw the user. 



1 44. The method of claim 1 , wherein the system is capable of including different 

2 types of host adaptors md device interfaces, wherein there is a separate isolation test for each 

3 of the different types of kost adaptors and device interfaces that are capable of being included 

4 in the system, and wherein performing an isolation test with respect to one host adaptor or 

5 device interface comprisesA 

6 determining a type oS the host adaptor or device interface; and 

7 performing the isolation test for the determined type of host adaptor or device interface. 

1 45 . A computer readaWe medium including data structures used to perform 

2 diagnostic testing of a system, composing: 

3 a rule object including code defining a flow of operations to perform diagnostic testing 

4 of a path in the system, wherein the pam includes path components including at least a host 

5 adaptor, a link, a device interface, and a uevice, wherein the rule object calls test descriptors 

6 associated with a testing operation to perfopi; 

7 a test descriptor object including teat descriptors, wherein each test descriptor specifies 

8 one or more program modules to perform tha testing operation associated with the test 

9 descriptor; and \ 

1 0 a module object including program modules providing code to perform testing 

1 1 operations, wherein a call to one test descriptor executes the program modules specified by the 
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1 2 tesMescriptor to perform diagnostic testing operations according to the operation flow 

1 3 specmed in the rule object. 

1 416. The computer readable medium of claim 45, wherein multiple program modules 

2 call at leastVne library module to perform diagnostic related operations performed within the 

3 multiple program modules. 

1 47. ulie computer readable medium of claim 46, further comprising a suspect list 

2 data structure indicating path components capable of being a source of a failure in the tested 

3 path, wherein the object includes code to add path components capable of being a source 

4 of the failure to the su^ect list and removes path components from the suspect list that are 

5 determined not to be capkble of being the source of the failure.. 

1 48. The computet readable medium of claim 46, wherein the flow of operations 

2 defined in the rule object comprises: 

3 calling a first test descriptor, wherein the first test descriptor specifies at least one 

4 program module to determine if th^ is a failure in the path; 

5 adding at least one of the pam components to the suspect list that is capable of being a 

6 cause of the failure; \ 

7 calling at least one isolation test descriptor associated with at least one of the path 

8 components added to the suspect list, whe\ein the isolation test descriptor specifies at least one 

9 program module to determine if there is a faflure in the path component associated with the 

1 0 called isolation test descriptor; \ 

1 1 removing the path component from the suspect list if the isolation test defined by the 

1 2 called isolation test descriptor confirms that the tested path component cannot be a source of 

13 the failure; and \ 
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1 4 Weturning the suspect list to a user to provide information on possible failed components 

15 in the tested path. 
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